Physical & Cyber Safety Rules—Gas

Puc 201.06 Requests for Confidential Treatment of Documents Submitted by Utilities in
Routine Filings.

(@) The following shall be the routine filings to which the procedure established by Puc
201.06 and Puc 201.07 applies:
(16) Utilities’ cybersecurity plans;
(17) Utilities” physical security plans;

Puc 504.05 Emergency Notification.

(@) The utility shall notify the safety division of the commission by telephone when any
of the following events occur:
(6) A breach of security or other threat that jeopardizes the operation of a utility’s
major facilities;

Puc 506.02 Construction, Operations and Maintenance.

(s) Each utility shall develop and maintain a written security plan outlining actions
necessary to protect the utility’s facilities from breeches of security or sabotage, and
outlining actions to be taken as required by Homeland Security Presidential
Directive-3 and any subsequent modifications, pursuant to Public Law 107-56,
October 26, 2001, as follows:

(1) The written security plan shall include preventive measures that address
supervisory control and data acquisition (SCADA) systems, control centers and
systems, and critical supply locations, as well as cyber security considerations.

(2) The utility shall permit the commission’s safety division to review the written
security plan on utility premises.

(3) The utility shall provide the commission with a confidential copy of the security
plan upon request.

Puc 512.05 Emergency Notification.

(a) The LPG operator or landfill gas operator shall notify the safety division of the
commission by telephone when any of the following occur:
(6) A breach of security or other threat that jeopardizes the operation of a
jurisdictional facility of aggregate capacity greater than 6,000 gallons;



